Abstract-The communication technologies for automatic meter reading (smart metering) and for energy production, distribution and consumption networks (smart grid) have the potential to be one of the first really highly scaled cyberphysical applications. Due to the characteristics of the energy market, which is multi-"media", multi-utility, and multi-vendor on the different levels of the value chain, standards are of key importance to guarantee interoperability and seamless communication. For the European markets, the EN13757 MBus standard family has become the standard of choice. However, the standard family is very flexible and can be adapted to the various requirements. This paper shall give an overview on the existing variants. The recent and actual advances are described in more detail. All information is backed by the experience from a fully independent implementation of the EN131757-4 of the authors' team. 
I. INTRODUCTION
Efficient, low-cost and stable communication solutions are a major stepping stone for smart metering and smart grid applications. This especially holds true for the so called primary communication or Local Metrological Network (LMN) between a local sensor or actuator and a data collector or gateway. LMNs have the potential to become the first cyber-physical applications with really large-scale multi-vendor installations, where small embedded sensors and actuators are interconnected to backend database services in the cloud.
M-Bus according to EN 13757 [1] is a major contender for LMN of Smart Metering and Smart Grid applications, as it holds the promise of a flexible, albeit optimized solution. It enjoys wide popularity in continental Europe, but increasingly in many other regions of the world. Especially, the Wireless M-Bus (EN13757-4) is characterized by a wide variety of different operation modes (C-, F-, N-, R2-, S-, and T-modes), which work in different frequencies (i.e. 868 MHz, 433 MHz, and 169 MHz). Although the basic EN13757-4 standard, which is presented in ch. II of this paper, already provides an enormous flexibility, various extensions and adaptations have been developed or still are under development. These additional dialects might have technical or nontechnical background and add more complexity to a fundamentally relatively easy protocol. These dialects can be classified into three different groups, which are presented in more detail in the remainder of this contribution.  The application layer (APL) may be adapted or restricted to certain use cases, as it is done by the activities of Open Metering System (OMS) Group [2] , or Dutch Smart Metering Recommendations (DSMR) [3] , also known as Netherlands Technical Agreements 8130 (NTA 8130) [4] commissioned by the Dutch Grid Companies (ENBIN). Also, other application layers can be directly integrated, like the "Device Language Message specification" (DLMS) and its "COmpanion Specification for Energy Metering" (COSEM) [5] , [6] . These extensions are discussed in ch. III.  The specifications of all layers may be adapted. This especially is the case for some country specific dialects, as specified from the Comitato Italiano Gaz (CIG) [7] in Italy or the Gaz ré seau Distribution France (GRdF) [8] in France. These modified specifications are discussed in ch. IV.  Extensions might also be derived along the requirements of security and privacy. The currently ongoing activities of the German Federal Office for Information Security (Bundesamt für Sicherheit in der Informationstechnik, BSI) can be seen as example for such security related extensions. The BSI has designed a Protection Profile (PP) and a Technical Directive (TR) for the communication unit of an intelligent measurement system (Smart Meter Gateway PP) [9] and for the Security Module of a Smart Metering System (Security Module PP) [10] , which were first released in March 2013 and which partially refer to the secure LMN specifications of the OMS Group. They are presented in ch. V. At the end of this contribution, various implementation related aspects and results are discussed in ch. VI.
II. THE BASIC EN13757
The different versions of M-Bus are specified by the European Standard EN 13757, which is worked out by TC294 at CEN/CENELEC. The EN 13757 is divided into the six parts from Table I . The M-Bus standard describes physical and data link layers as well as the application layer. 
Relaying
The fifth part includes different proposals for routing the meter data to support larger distance between the meters and the data collector.
Local Bus
The last part contains a dedicated specification of a wired Physical Layer enabling lower cost for restricted cable lengths.
In these parts, EN-13757 describes different communication schemes (the so-called modes) for unidirectional and bidirectional data flow. These are described in Table II , which also shows the dazzling variety of options. The different modes allow an optimized fit to the different requirements of different markets, regions, and topologies.
Further information can be found at [12] .
A. Frame Formats
Most of the Wireless M-Bus telegram information is composed of two main information blocks: the data link layer block and the application layer block. But in some cases, also an extended link layer, a transport layer or any higher layers block can be transmitted between the data link layer block and application layer block. Then, the blocks of these layers are also part of the telegram. Fig. 1 shows an example of a Wireless M-Bus telegram captured with the Wireless M-Bus capt² web sniffer [13] .
The standard EN 13757-4 uses two different frame formats A and B (according to Fig.1 , the telegram is in frame format type A). The frames are divided into blocks. In frame format type A the first block has a fixed length of 12 bytes containing the link layer block (10 byte address information plus two byte CRC). The second block starts with the Control Information field (CI-field) which is used to declare the structure of the following data and define the application protocol. 
III. APL RELATED EXTENSIONS

A. OMS and DSMR
The basic EN13757 provides a very flexible and open specification, where some parts are not being described in detail or left reserved for future implementation. This left room and called for the activities of the OMS Group and DSMR.
OMS has restricted and defined the use of the fields in the wireless M-Bus telegram such as Control Field (C-field), Control Information Field (CI-field), Access Number Field (ACC-field) and also the data resolution in the application data block for the billing purposes. On the other side, DSMR has developed its specific extensions focusing on the application features and application data block.
An overview of the relations and differences between the standards is illustrated in Fig. 2 . The protocol stack itself consists of three different layers: Application Layer, Data Link Layer, and Physical Layer, as it is shown in Fig. 4 . A detailed description of the options and their interchangeability, as well as implementation issues are described in [14] , where it is explained, how a consistent integrated solution can be provided. The tasks of the OMS group go beyond the specification of the application layer. Besides, security extensions are specified (task group security), a conformance test is prescribed and a test tool is being developed (working group 3). The specification of Wired M-Bus is under review to improve consistency (working group 4).
B. DLMS
Alternatively, it is also well possible to integrate a completely independent application layer. For a seamless end-to-end-communication between the end points (meter and backend server) without any application layer gateways in between, the "Device Language Message specification" (DLMS) and its "COmpanion Specification for Energy Metering" (COSEM) [5] are suitable candidates. All functions and use cases are specified by COSEM objects, the instantiations of COSEM interface classes (ICs). The data transfer is provided by the xDLMS application service element. The data collection application and the metering application are modeled as one or more application processes, APs. Therefore, in this environment communication takes place always between a client and a server AP: the client AP requests services and the server AP provides them. This approach has been specified in a non-public deliverable of the EU-ARTEMIS-funded project "Smart Gas Meters & Middleware for Energy Efficient Embedded Services" (ME³ GAS [15] ). A similar approach is also used in the CIG approach (cf. ch. IV A).
IV. COUNTRY SPECIFIC DIALECTS
Europe would not be Europe without its national and regional specifics. In the case of Wireless M-Bus, this has led to two country specific dialects, which are described in the following. Both countries have a relatively monopolistic landscape of utilities.
A. Italian CIG
In Italy, the Comitato Italiano Gas (CIG [7] ) has been working on a specification in fulfilment of the national UNI/TS 11291. After a period of around four years, it is publicly available since October 2013 [16] .
The adaptations with regard to the lower layers are related to the following aspects:  Broadcast messages  Extra access to RF settings  Dual stack capabilities  ALOHA channel access  LBT with exponential time backoff for unsolicited single channel access  PM1 radio link management  Minor changes at the PHY/RF settings with regard to the application layer, two important aspects must be regarded:  Firmware download via broadcast and a maintenance window scheme  An application layer derived from DLMS/COSEM.
B. French GrDF
In France, the Gaz ré seau Distribution France (GRdF) [8] has worked on some extensions for the meter, the display and the LAN protocol [17] . The LAN protocol is mostly based on the prEN 13757-4 in its 2011 version with the following fundamental technological choices.  Implementation of the N2 mode (bidirectional link over 169MHz bandwidth)  Format of the manufacturer specific type of application grids  Integration of advanced security functionalities
The protocol specification completes the original standard and specifies its implementation for the AMR channel as well as the required specific deviations and additions. These modifications mainly concern the following points:  A generalization of the frequency channel management of the N-mode  Optimized management of bi-directionality and transmissions sequencing  A grid format that is adapted to the context of the GrDF application, very compact and maximizing the capacity of the radio channel and the autonomy of the metering devices  A safer way to manage security (data coding, authentication of the transmitters, protection against denial of service, etc.)
 The definition of the broadcast mode for updating the metering devices  The definition of a new experimental "high speed" modulation on a 12.5 kHz channel
V. SECURITY EXTENSIONS
As applications in the smart grid are critical with regard to safety, security, and privacy, the German Federal Office for Information Security (BSI) was mandated by its governing ministry to design a Protection Profile (PP) and a Technical Directive (Technische Richtlinie -TR) for the communication unit of an intelligent measurement system (Smart Meter Gateway PP) [9] and for the Security Module of a Smart Metering System (Security Module PP) [10] , which were first released in March 2013 and which partially refer to [11] . In Germany, these rules will be mandatory from 2015 onwards for newly installed meters with an annual turnover of more than 6 MWh or an installed energy producer with a peak power of more than 7 kW.
The Local Metrological Network (LMN) has to be secured -as all the other connection layers -with regard to both directions, i.e. from the meter to the SMGW and from the SMGW to the meter. I.e. an attack to the SMGW or to the meter devices shall be avoided.
Generally, a symmetrically encrypted link is required, where Advanced Encryption Standard (AES) will probably be the most widely used algorithm.
As the use of a static key allows cookbook attacks, a dynamic key exchange is required. This is provided by asymmetric cryptographic algorithms, so that the exchanged key can be applied by efficient symmetric cryptographic algorithms.
If a bidirectional communication is used, when parameter sets and/or even firmware versions are updated in the meter, then an additional mutual authentication is required. This can be performed together with the key exchange by asymmetric cryptographic algorithms. In addition, certificates can be used.
This set of functionality is used in the public internet since years and can be supported by the Transport Layer Security (TLS) protocol. Thus, it is reasonable to use that very protocol. To date, TLS is available in version 1.2, and has been significantly improved since its early Secure Socket Layer (SSL) days [18] , [19] . In the normal LMN case, the gateway takes the role of TLS server, whereas the meter acts as TLS client. Both devices run a mutual authentication based on X.509 certificates and key exchange during the TLS connection setup.
It is clear that TLS poses high demands to the computing and the communication resources of the systems. For this reason, a session -using a single keymay be operated for a complete month (31 days), before a new session has to be established. As an alternative, the session has to be re-established after a data volume of 5 MBytes. During this period, session resumption is allowed, renegotiation is prohibited.
As TLS frames can come with a significant length, an additional Authentication and Fragmentation Layer (AFL) is defined for the mapping onto a lean, short frame data channel. In order to enable the integration of low-cost meters, the use of dynamic keys in symmetric cryptography is allowed, but its use is restricted to unidirectional communication from the meter to the SMGW, so that the meters cannot be tampered. Thus, the protocol stack sees a further extension, which is shown in Fig. 5 . A detailed description of these specifications can be found at [20] VI. IMPLEMENTATION ISSUES AND RESULTS At the authors' team, an implementation of an extensible Wireless M-Bus protocol stack has been implemented, which supports in its current version many of the features being described above, i.e. 
A. Modularity and Portability
In addition to the functional flexibility a very high portability with regard to the hardware platforms, i.e. microcontroller and RF transceivers is enabled. This is realized by a strictly modular implementation concept based on layered software architecture to encapsulate the hardware related software modules (e.g. timers or persistent memory accesses) from the completely hardware independent Wireless M-Bus stack implementation.
In addition, the proper usage of preprocessor directives of the C language in combination with a software versioning system (GIT) allows configuration and optimization of the overall stack according to the applications' and/or customers' needs.
This approach helps to keep the code size at a reasonable level, as it is shown in Table III . 
B. Testing
Especially before the background of the plethora of options, automated regression testing must be supported. This testing is performed on component level with the help of a PC-based commissioning and testing tool. A sample output of a test run is shown in Fig. 6 .
In addition, the implementation is tested against third party products and the OMS conformance tester, as far as they are available.
C. Simulation
The stack can also easily be adapted for the evaluation in a network simulator. A more detailed description can be found at [21] .
D. Tools
A Java-based fat-client has been developed for the parameterization of the nodes, for the visualization of properties (e.g. RSSI graph), for the commissioning of networks and network elements and also for the execution of the functional tests.
VII. CONCLUSIONS
The Wireless M-Bus protocol has evolved as a cornerstone of smart grid communication. This contribution shows the broad variety of extensions and demonstrates an implementation, which proves that high modularity, flexibility, and extensibility can be combined with a reasonable stack size, if -and only if -the rules of a stringent software engineering are followed.
